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In DeFi: miners re-order/tamper transactions to smart contracts for their
benefit.

→ Regular users can front-run by bribing miners [ ].4
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Front-running the HashPuzzle

Consider the HashPuzzle, a game in which the winner redeems the whole
contracts balance!

contract HashPuzzle {1
    bytes32 public challenge;2

3
    function submitSolution(bytes32 _solution) public {4
        require(sha256(_solution) == challenge);5
        // transfer balance6
    }7
}8
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An adversary can front-run HashPuzzle as follows:

8



Threats of Front-running

Figure 1: Extraction from Ethereum due to front-running [ ]1
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Threats of Front-running

Figure 1: Extraction from Ethereum due to front-running [ ]

Front-running undermines the fairness of the consensus protocol [ ].4

1
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Transaction Order Dependence
A property on which state-of-the-art front-running analysis is based

TOD is a primary verification
target for identifying front-running
[ , , , ].3 6 8 9
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Contribution
Independence constraints as a means against front-running

Our procedure generates independence constraints for a smart
contract.

We implement it as an end-to-end toolchain.
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Executes smart contracts symbolically.
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Example: ICs of HashPuzzle
function submitSolution(bytes32 _solution) public {1
    require(sha256(_solution) == challenge);2
    // transfer balance3
}4
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environment [ ].7
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Independence Constraints & Commutativity
Conditions

Smart contracts are similar to
threads in the concurrent
environment [ ].7

Apply commutativity condition
refinement algorithm [ ].2

→ Computes subregions of a
state space, in which  and 
commute.

α β

25.3



Commutativity Condition Refinement Algorithm [ ]
Goal: compute subregions, in which  and  commute.

2
α β
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Figure 2: Flowchart of the commutativity condition refinement algorithm.
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𝑝 ∈ 𝑃

𝑝 ∈ 𝑃

Refine(𝛼, 𝛽,𝐻,𝑃) Valid(𝐻  ⟹   𝛼 ⋈ 𝛽)

𝜑: = 𝜑 ∨𝐻

Choose(𝐻,𝑃,𝜒)

Refine(𝛼, 𝛽,𝐻 ∧ 𝑝,𝑃 ∖ {𝑝})

Refine(𝛼, 𝛽,𝐻 ∧ ¬𝑝,𝑃 ∖ {𝑝})
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“ ” is the commutativity relation.⋈

Subregion  is a (possibly infinite) conjunction of conditions on states,
that hold in it.

H

Predicates  are building blocks of the algorithm.P

→ Built from relations and terms from the methods.
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 is a disjunction of all independence constraints.φ

27.4



Algorithm on HashPuzzle

28



Algorithm on HashPuzzle

29



Algorithm on HashPuzzle

30



Algorithm on HashPuzzle

31



Algorithm on HashPuzzle

32



Algorithm on HashPuzzle

33



Smart Contracts’ Encoding

34



BMC Encoding

35



BMC Encoding

36



Conclusion

37



Back-up Slides

38



Commutativity Condition Refinement Algorithm
Full version

▶ Back

39



[1]
[2]

[3]
[4]

[5]
[6]

[7]
[8]

[9]

References
.

Bansal, K. et al. 2018. . Tools
and Algorithms for the Construction and Analysis of Systems (Cham, 2018), 115–132.
Bose, P. et al. 2021. . arXiv.
Daian, P. et al. 2019. 

. arXiv.
Lewis, M. 2014. . W. W. Norton.
Luu, L. et al. 2016. . Proceedings of the 2016 ACM SIGSAC
Conference on Computer and Communications Security (Vienna Austria, Oct. 2016), 254–269.
Sergey, I. and Hobor, A. 2017. . arXiv.
Tsankov, P. et al. 2018. . Proceedings of the
2018 ACM SIGSAC Conference on Computer and Communications Security (New York, NY, USA, Oct.
2018), 67–82.
Zhang, W. et al. 2024. .
2024 IEEE Symposium on Security and Privacy (SP) (2024), 2198–2216.

MEV Explore
Automatic Generation of Precise and Useful Commutativity Conditions

SAILFISH: Vetting Smart Contract State-Inconsistency Bugs in Seconds
Flash Boys 2.0: Frontrunning, Transaction Reordering, and Consensus

Instability in Decentralized Exchanges
Flash Boys: A Wall Street Revolt

Making Smart Contracts Smarter

A Concurrent Perspective on Smart Contracts
Securify: Practical Security Analysis of Smart Contracts

Nyx: Detecting exploitable front-running vulnerabilities in smart contracts

40

https://explore.flashbots.net/
https://doi.org/10.1007/978-3-319-89960-2_7
https://doi.org/10.48550/arXiv.2104.08638
https://doi.org/10.48550/arXiv.1904.05234
https://doi.org/10.48550/arXiv.1904.05234
https://books.google.de/books?id=UcIkAwAAQBAJ
https://doi.org/10.1145/2976749.2978309
https://doi.org/10.48550/arXiv.1702.05511
https://doi.org/10.1145/3243734.3243780
https://ieeexplore.ieee.org/abstract/document/10646603/?casa_token=lVI5hpElG_QAAAAA:4t_jtpA0CwuazUYj5Ok2rudsnJctep1SDiQMdn6-t0pQoEbTezqkVMEc40up8lpFIEYv_dOD2jkKTg

