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Public pool of transactions

C Malicious miner can tamper
transactions for his benefit at the cost of others
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-ront-running attacks

() Definition from traditional finance

Front-running is an illegal practice, in which unethical brokers leverage knowledge of upcoming
transaction to benefit their portfolios [5].
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-ront-running attacks

() Definition from traditional finance

Front-running is an illegal practice, in which unethical brokers leverage knowledge of upcoming
transaction to benefit their portfolios [5].

» In DeFi: miners re-order/tamper transactions to smart contracts for their
benefit.

Reqgular users can front-run by bribing miners [4].
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Front-running the HashPuzzle

Consider the HashPuzzle, a game in which the winner redeems the whole
contracts balance!

contract HashPuzzle {
bytes32 public challenge;

function submitSolution(bytes32 _solution) public {
require(sha256(_solution) == challenge);
// transfer balance
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Front-running the HashPuzzle

Consider the HashPuzzle, a game in which the winner redeems the whole
contracts balance!

function submitSolution(bytes32 _solution) public {
require(sha256(_solution) == challenge);
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Front-running the HashPuzzle

Consider the HashPuzzle, a game in which the winner redeems the whole
contracts balance!

// transfer balance
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An adversary can front-run HashPuzzle as follows:

(@

B _

Tampers the transaction

\\

submit ({:g ).'.

submit ({:g ) Q

MAX PLANCK INSTITUTE

FOR SECURITY AND PRIVACY

gains nothing, although is the one to find
the solution

redeems the whole reward




Threats of Front-running

$675,623,114 $2,401,586 $175k
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Figure 1: Extraction from Ethereum due to front-running [1]

MAX PLANCK INSTITUTE
FOR SECURITY AND PRIVACY




Threats of Front-running

» Front-running undermines the fairness of the consensus protocol [4].

$675,623,114 $2,401,586 $175k

Total Extracted MEV before the merge @ Last 30 days Extracted MEV before the merge Last 24h Extracted MEV before the merge

Cumulative Extracted MEV - Gross Profit
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Figure 1: Extraction from Ethereum due to front-running [1]
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Transaction Order Dependence

A property on which state-of-the-art front-running analysis is based

@ initial state

o B

OMO

Transaction Order Dependence
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Transaction Order Dependence

A property on which state-of-the-art front-running analysis is based

e TOD is a primary verification

@ initial state target for identifying front-running
13,6,8,9]

o B

10.1
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Motivation

Limitations of TOD analysis

1. NoTOD =| Vo, 3 : |

@ initial state

@ B
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Motivation

Limitations of TOD analysis

1. NoTOD — 2. Using heuristics to express TOD
Example: MEV as TOD £ is a profit adversary makes

@ initial state

1 9 ) 3 1

S tx tx tx tx
« g A C B A
To o3 o || txy
B« (el
— (¢

FOR SECURITY AND PRIVACY
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Contribution

Independence constraints as a means against front-running

Does have TOD?
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Contribution

Independence constraints as a means against front-running

Do @ TOD? ——— > When does have TOD?
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Contribution

Independence constraints as a means against front-running

Do @ TOD? :> When does have TOD?

inverse: under which condition 1, g on initial states is order-independent?

Va,p(0) = (o i

FOR SECURITY AND PRIVACY
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Contribution

Independence constraints as a means against front-running

Do @ TOD? ::> When does have TOD?

inverse: under which condition 10, g on initial states is order-independent?

Yap(0) = (7 7L Ya g is an independence constraint
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Contribution

Independence constraints as a means against front-running

» Our procedure generates independence constraints for a smart
contract.

» We implement it as an end-to-end toolchain.
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Design

» Static-analysis procedure.

» Executes smart contracts symbolically.

MAX PLANCK INSTITUTE
FOR SECURITY AND PRIVACY

19



Design

» Static-analysis procedure.

» Executes smart contracts symbolically.

Solidity Servois2

O (¢ N\

B
@-E embed to algorithm input
/
ICs

Solidity Model
Checker

BMC Servois2 context Slmp“fy termS )
—
enc ( ) —)@9 refine commutativity conditions
& / & _)K_/ of methods using SMT Solver
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Design

» Static-analysis procedure.

» Executes smart contracts symbolically.

Solidity Servois2

D) (- N\

/ @-[ embed to algorithm input
/y[ ICs ]

Solidity Model
Checker

BMC Servois2 context Slmpllfy termS

—N
enc ( ) by @ refine commutativity conditions
- of methods using SMT Solver

K =
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'Independence Constraints
Generation




@%

Example: ICs of HashPuzzle

function submitSolution(bytes32 _solution) public {
require(sha256(_solution) == challenge);
// transfer balance

! 4= bal =0
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Example: ICs of HashPuzzle

function submitSolution(bytes32 _solution) public {
require(sha256(_solution) == challenge);
// transfer balance

}

bal = (

T
Vo

gbé,.'.: sol o # sol 4

3&*: sol ;, # sha256(chal)

gb‘l&* := sol g 7# sha256(chal)

#A) MAX PLANCK INSTITUTE
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Example: ICs of HashPuzzle

function submitSolution(bytes32 _solution) public {
require(sha256(_solution) == challenge);
// transfer balance

}

bal =0

T
Vo

gbé,.'.: sol o # sol 4

3&*: sol ;, # sha256(chal)

gb‘l&,i, := sol g 7# sha256(chal)

under these conditions
HashPuzzle is invulnerable
to front-running

42\ MAX PLANCK INSTITUTE
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Independence Constraints & Commutativity
Conditions

@ B
Oq og
\ «a and B
commute
B« w.r.t. final state
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Independence Constraints & Commutativity
Conditions

o Smart contracts are similar to

M\ .
@ threads in the concurrent
environment [7].
o B
O o3
e and 3
commute

B« w.r.t. final state

25.1



Independence Constraints & Commutativity
Conditions

o Smart contracts are similar to

@ h threads in the concurrent
environment [7].
a B » Apply commmutativity condition

reflnement algorithm [2].

 «a and B
commute

B« w.r.t. final state
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Independence Constraints & Commutativity
Conditions

o Smart contracts are similar to

@ ) threads in the concurrent
environment [7].
a B » Apply commmutativity condition
reflnement algorithm [2].
O og .
| o and Computes subregmns of a
commute state space, in which ac and 8
8 o', w.r.t. final state commute.

25.3



Commutativity Condition Refinement Algorithm [2]

Goal: compute subregions, in which a and 8 commute.

26
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Commutativity Condition Refinement Algorithm [2]

Goal: compute subregions, in which a and 8 commute.

Figure 2: Flowchart of the commutativity condition refinement algorithm.

Yes

Valid(H = a X fp)

\

x: = counterexamples, y € P—

MAX PLANCK INSTITUTE
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p:=¢pVH

Choose(H, P, x)

pEeP—

Refine(a, B, HA p, P\ {p})

pEP—

Refine(a, 8, H A —1p, P\ {p})

26.1



Commutativity Condition Refinement Algorithm [2]

Goal: compute subregions, in which a and 8 commute.

Figure 2: Flowchart of the commutativity condition refinement algorithm.

Yes———| @:=¢VH

ValidlH = a X f) p € P—|| Refine(a, 3, H A p, P\ {p})

\
x: = counterexamples, y € P—|| Choose(H, P, x)

p € P—|| Refine(a, 3, H A —p, P\ {p})

o D" is the commutativity relation.

, MAX PLANCK INSTITUTE
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Commutativity Condition Refinement Algorithm [2]

Goal: compute subregions, in which a and 8 commute.

Figure 2: Flowchart of the commutativity condition refinement algorithm.

Yes———| @:=¢VH

ValidlH = a X f) p € P—|| Refine(a, 3, H A p, P\ {p})

\
x: = counterexamples, y € P—|| Choose(H, P, x)

p € P—|| Refine(a, 3, H A —p, P\ {p})

o D" is the commutativity relation.

» Subregion H is a (possibly infinite) conjunction of conditions on states,
that hold in it.

(#7) MAX PLANCK INSTITUTE
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Commutativity Condition Refinement Algorithm [2]

Goal: compute subregions, in which a and 8 commute.

Figure 2: Flowchart of the commutativity condition refinement algorithm.

Yes———| @:=¢VH

ValidlH = a X f) p € P—|| Refine(a, 3, H A p, P\ {p})

\
x: = counterexamples, y € P—|| Choose(H, P, x)

p € P—|| Refine(a, 3, H A —p, P\ {p})

o D" is the commutativity relation.

» Subregion H is a (possibly infinite) conjunction of conditions on states,
that hold in it.

 Predicates P are building blocks of the algorithm.
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Commutativity Condition Refinement Algorithm [2]

Goal: compute subregions, in which a and 8 commute.

Figure 2: Flowchart of the commutativity condition refinement algorithm.

Yes———| @:=¢VH

ValidlH = a X f) p € P—|| Refine(a, 3, H A p, P\ {p})

\
x: = counterexamples, y € P—|| Choose(H, P, x)

p € P—|| Refine(a, 3, H A —p, P\ {p})

o D> Is the commutativity relation.

 Subregion H is a (possibly infinite) conjunction of conditions on states,
that hold in it.

 Predicates P are building blocks of the algorithm.

Built from relations and terms from the methods.

MAX PLANCK INSTITUTE
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Refine(a, 8, H, P)
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Valid(H = a X fp)

Yes————»

p:=¢pVH

x: = counterexamples, y € P—»

Choose(H, P, x)

p € P—»

Refine(a, B, HA p, P\ {p})

p € P

Refine(a, B, H A —p, P\ {p})

27



Yes——» @: =¢VH

Refine(a, 3, H, P) Valid(H = a X ) p € P—{| Refine(a, 3, HA p, P\ {p})

x: = counterexamples, y € P | Choose(H, P, y)

p € P—»{| Refine(a, 3, HA —1p, P\ {p})

» Observation: when Valid(H = a < (), then:

, MAX PLANCK INSTITUTE
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Yes——» @: =¢VH

Refine(a, 3, H, P) Valid(H = a X ) p € P—{| Refine(a, 3, HA p, P\ {p})

x: = counterexamples, y € P | Choose(H, P, y)

p € P—»{| Refine(a, 3, HA —1p, P\ {p})

» Observation: when Valid(H = a < ), then:

in H the smart contract is order-independent,

\ MAX PLANCK INSTITUTE
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Yes ¢: =¢9VH

Refine(a, 3, H, P) < Valid(H = a X ) p € P—{| Refine(a, 3, HA p, P\ {p})

x: = counterexamples, y € P | Choose(H, P, y)

p € P—»{| Refine(a, 3, HA —1p, P\ {p})

» Observation: when Valid(H = a < ), then:
in H the smart contract is order-independent,

H =11 ANy A ...is an independence constraint.
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v

Yes p:=¢pVH

Refine(a, 3, H, P) < Valid(H = a X ) p € P—{| Refine(a, 3, HA p, P\ {p})

x: = counterexamples, y € P | Choose(H, P, y)

p € P—»{| Refine(a, 3, HA —1p, P\ {p})

» Observation: when Valid(H = a < (), then:
in H the smart contract is order-independent,
H = 91 AN A ...is anindependence constraint.

* (@ is adisjunction of all independence constraints.

\ MAX PLANCK INSTITUTE
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Algorithm on HashPuzzle

Rec. depth 0:

o := false

a = 8 = submitSolution

MAX PLANCK INSTITUTE
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Algorithm on HashPuzzle

[ﬁValid(Hl = a ,3)]
x :=bal # 0

Hy :=true
Rec. depth 0:
@ := false

\ MAX PLANCK INSTITUTE
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Algorithm on HashPuzzle

[ﬁValid(Hl = a ,B)]

Hy := true
Rec. depth O:
¢ := false

x := bal # 0

/ H; :=bal#0
bal £ 0
bal =0

\4 Hs :=bal =0

FOR SECURITY AND PRIVACY

\ MAX PLANCK INSTITUTE
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Algorithm on HashPuzzle

[ﬁValid(Hl = a ,B)]

Hy := true
Rec. depth O:
¢ := false

bal # 0

bal =0

Hy:=bal #0

Valid(H; = a<p)

H3 :=bal =0
Rec. depth 1:
@ :=bal=0

\ MAX PLANCK INSTITUTE
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Algorithm on HashPuzzle

[ﬁValid(Hl = a ,3)]

Hy :=true
Rec. depth 0:
@ := false

bal £ 0

bal=0

[—Nalid(Hz = a ﬂ)]

Hy:=bal#0

‘ Valid(H; = af)

H3 :=bal =0
Rec. depth 1:
@ :=bal =0

X = sol g = solg

sol o= sol,',

sol o7 sol ¥

\ MAX PLANCK INSTITUTE

FOR SECURITY AND PRIVACY

32



Algorithm on HashPuzzle

[—ﬂlalid(Hl = a ﬂ)]

Hy := true

Rec. depth 0:

o := false

bal # 0

bal =0

[ﬂValid(Hz = a ,B)]

H, == bal # 0

‘ Valid(H; — af)

H3 :=bal=0
Rec. depth 1:
p:=bhal=0

X := sol g = solg

sol o= sol,'.

sol g # solg,

[ﬂValid(Hzl = « l><1,6)]

H4 =
(bal # 0 A solg = solg)

Valid(H; — af)

Hy :=
(bal # 0 A sol o7 solg)

Rec. depth 2:

. \/ bal =0
p= (bal # 0 A 'sol ; # solg,)

\ MAX PLANCK INSTITUTE
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Smart Contracts Encoding




BMC Encoding

Solidity Source Code Abstract Syntax Tree

func()

visit: @ene endVisit: @enc A enc(ASTNode)

ASTNode

RRRRRRRRRRRRRRRRRRRRRRRRR
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BMC Encoding

Solidity Source Code Abstract Syntax Tree

func()

P |
éndVisit: ©Yene N enc(ASTNode)

Accumulate:

1. contract encoding
- State variables

| 2. function encodings

- input parameters

- output parameters

- symbolic encoding

visit: @Yene

ASTNode

BMC Visitor

\ MAX PLANCK INSTITUTE
N FOR SECURITY AND PRIVACY

36



Conclusion

O

a B

Yap(o) = (=) (=

e N\
/ \
|Oap =0pa

J/

inverse: under which condition ¢a,ﬂ on initial states is

N

Do @ TOD? ———> When does have TOD?
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Commutativity Condition Refinement Algorithm

Full version

Input: Methods « and S, state region H = 1); A ¢, A ... (initially true) and set of predicates P
Output: A commutativity condition ¢ for « and 3 (here a global variable)
1: procedure REFINE(c, 8, H, P)
2: if VALID(H = « X ) then [> Query an SMT solver to verify that « x [ is a tautology in H
3: p:=pVH
4 else(x. := counterexamples to VALID)
5: p := CHOOSE(H, P, x,) [> p € P is a predicate partitioning the state region H
6: REFINE(a, B8, H A p, P\ {p})
7 REerFINE(e, 3, H A —p, P \ {p})
8 end if
9:

end procedure

Figure 2.2: The algorithm for iterative refinement of commutativity conditions introduced in [7] (the simplified
version for inferring only commutativity conditions is shown).
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